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Internal Data Protection Complaints Procedure 
Definitions 
	Word
	Meaning

	Data subject
	The identified or identifiable living individual to whom Personal Data relates

	DPO
	Data Protection Officer

	Personal data 
	Information relating to an identified or identifiable living individual

	Processing 
	Any operation or set of operations which is performed on Personal Data,
including collecting, recording, organising, structuring, storing, sharing, viewing, adapting, altering, retrieving, consulting, using, disclosing, disseminating, combining, restricting, erasing and destroying.



Purpose of the Procedure
The purpose of this procedure is to detail the process for handling complaints relating to the processing of personal data. 
This procedure outlines how complaints from data subjects or their authorised representatives, will be received, investigated, reviewed, and resolved and complements our external data protection complaints procedure which can be found here. 	Comment by Ian Pemberton: Please add a link to your external complaints procedure here or detail where this can be found.
Scope of the procedure
This procedure relates to complaints about issues such as: 
The handling of data subject rights requests (e.g., access, correction, deletion, objection); 
Personal data breaches; 
Sharing personal data without authorisation; 
Unlawful direct marketing practices; 
Non-compliance with UK GDPR, Data Protection Act 2018, Privacy and Electronic Communications 2003 and Data (Use and Access) Act 2025.
How may complaints be received?
Complaints may be submitted by the individual concerned or their authorised representative via the following methods: 
Completing our Data Protection Complaint Form found at [insert online link/portal]. 
Emailing insert organisation-specific email address. 
Sending a written complaint to insert department and postal address. 
Verbal complaints can be made in person or via telephone at insert office details. 
If a complaint is received by another method, this is still a complaint and must be dealt with in accordance with this procedure.
For verbal complaints, we will create a written record of the complaint and confirm this record with the complainant. 
When received, complaints should be referred immediately to the data protection team, who will record the complaint in the Data Protection Complaints Log, set up a file for the complaint in insert appropriate filing location and take all further steps relating to the complaint as detailed in this procedure.
If the individual is trying to exercise one of their data subject rights (rather than making a complaint about the handling of a data subject rights request) then you should follow our Data Subjects Rights Policy and Procedures.
Acknowledging a complaint
We will acknowledge receipt of complaints without undue delay and within 30 days beginning from the day the complaint is received. Our acknowledgement will include: 
Confirmation that the complaint is under investigation; 
A summary of the complaint, as understood by us; 
Details of the complaint-handling process, including estimated timelines and the point of contact. 
A request for further information if the complaint is unclear
A request for evidence of identity of the data subject / authority of a third-party representative making a complaint if this is needed (see Section 6 below for details).  
Any requests for information should be accompanied by a reasonable deadline to provide the information.
Where a complaint is received via social media, acknowledgments and further correspondence relating to the complaint must not be sent via social media. Alternative contact details must be obtained.
[bookmark: _Ref213356468]Verification of identity and authorisation
For complaints submitted by third-party representatives on behalf of a data subject, we will require, at the earliest opportunity, evidence of authorisation, such as: 
An authorisation letter signed by the data subject; 
A valid power of attorney; 
Other legally sufficient documentation. 
If we cannot verify the identity of the data subject we should ask for information to help with this at the earliest opportunity. We must not ask for more information than is needed to check the individual is who they say they are. 
If verification of identity / evidence of authorisation is not provided, the investigation may be suspended pending confirmation. If this is the case, the individual must be informed of this.
If the identity of the data subject / authority of a third party cannot be verified, we must confirm this and advise that we will not investigate the complaint.
Investigation process
When a complaint is received and we have verified identity and third-party authority as necessary, we will, without undue delay, initiate an investigation, which will be appropriate to the complaint made and typically includes: 
Reviewing the specific details of the complaint and identifying the issue; 
Locating and thoroughly reviewing relevant personal data and information related to the complaint; 
Establishing the relevant facts fairly and accurately;
[bookmark: _Hlk213323496]Consulting staff involved in handling the data subject’s personal data; 
Considering if any other legal frameworks apply to the complaint (e.g. The Equality Act 2010);
Compare the complaint with the facts we have established.
Considering compliance with our policies and procedures.
Taking steps to resolve the complaint and improve future compliance.

A record of all steps undertaken in the investigation, any correspondence/conversations with the data subject/authorised representative, any action taken in response to the complaint and corresponding dates must be saved to the complaint file and in the Data Protection Complaints Log where relevant along with justification for the approach taken to and decisions made in relation to the complaint.
Updates during the investigation
Data subjects/their authorised representatives will be updated regarding the progress of the complaint at reasonable intervals. Updates shall include: 
Notification of any steps taken so far; 
Expected actions or next steps; 
Anticipated timelines for resolution. 
Updates should be concise and easy to understand.
Final response and resolution
Upon completing the investigation, we will notify the data subject/authorised representative of our findings and actions taken without undue delay. The response will include: 
A summary of the complaint and our investigation process; 
The outcome of the investigation, including, where applicable, actions taken; 
Clear guidance on how and when to escalate the complaint to the Information Commissioners Office (ICO), should the data subject/authorised representative be dissatisfied with the resolution.
The response must provide sufficient information to allow the data subject/authorised representative to understand how we have reached the conclusions set out.
Final responses must be signed off by the DPO and a copy of the correspondence will be saved centrally by the DPO as well as in the complaint file.
The Data Protection Complaints Log must be completed with any outstanding details.
If we cannot resolve the complaint
If we cannot resolve the complaint to the individual’s satisfaction, this should be immediately notified to the DPO who will manage correspondence with the data subject/authorised representative and the ICO.
Review and continuous improvement
A quarterly review of all complaints reported under this procedure will be conducted by insert team/role to: 	Comment by Ian Pemberton: We recommend complaints should be review every quarter. Please can you confirm you are happy with this approach. 	Comment by Ian Pemberton: Please can you confirm who internally manages complaints. 
Identify complaint trends; 
Establish preventative measures or remedial actions; 
Recommend improvements to policies and processes; 
Document lessons learned for long-term improvement. 
Training and awareness
All staff will receive ongoing data protection training, including but not limited to: 
Recognising data protection complaints versus exercising data subject rights; 
Understanding who to refer data protection complaints to.
Staff who handle complaints will also receive ongoing training on handling complaints appropriately in accordance with this procedure.
Training will be conducted annually and updated to reflect changes in legislative obligations and regulatory guidance.
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